Cybersecurity Statement
Group Information System Security

Version 1
May 2021
Public

UV
o>
& 2
> >
o w

7829

BUREAU
VERITAS



Cybersecurity Statement May 2021

Cybersecurity Statement

Our Commitment

Bureau Veritas is a world leader in Testing, Inspection and Certification with presence in 140 countries and with more
than 75.000 employees. Information systems and digital solutions are key to developing the Group’s strategy and growth
going forward, always ensuring the protection of data and the business resilience.

Information security

Information exists within Bureau Veritas in many forms whether written, oral, electronic, processed manually or
automatically and is considered as a strategic resource which we rely on to ensure the performance, ability and indeed
sustainability of the company to develop our activities and results.

To cope with accidental and malevolent threats that could affect our information system security, Bureau Veritas protects
the information system by implementing suitable security measures.

This Statement underpins our commitment towards the Bureau Veritas security roadmap and ambitions, with the goal
to protect and safeguard the data, the reputation and the operations of Bureau Veritas and our clients.

Our Management System

The Information Security Management System (ISMS) is designed to protect Bureau Veritas data and users, to ensure
business continuity and to minimise damage by preventing and reducing the impact of security incidents, in line with the
requirements of the ISO 27001 Standard.

Our Drivers

e Guarantee an ongoing secure engagement and collaboration with employees, non-exclusives and subcontractors
plus externally with our clients, suppliers and other interested parties,

o Identify, assess and address risks to the security of assets and information, ensuring that it is protected against
unauthorised access, that confidentiality, integrity and availability of information is maintained,

e Provide a unique and consistent security maturity model based on the NIST Cyber Security Framework, for all
operating groups.

e Make sure information security enablers are provided and communicated to all personnel working on behalf of
Bureau Veritas and that security incidents, actual and suspected are reported, recorded investigated and resolved,

o Ensure recovery and continuity of our activities via planning, testing and redundancy,

e Continually review our performance so that we can learn from our experiences and improve our security position.
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